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Terms of Reference for Campus Security and Surveillance System
There is no doubt that university campuses pose security challenges. The campus has many facilities
and buildings throughout the property. With courtyards, dormitories, sports complexes, cafeterias, and
libraries, there is much to cover. Well-designed and implemented campus security cameras can go a
long way in ensuring the safety of faculty, visitors, students, and facilities on campus. We look into
why it’s a good thing to have Security Camera Systems for Campus.
With crime rates on the rise, it is no surprise that educational institutions such as universities are also
being targeted. Criminal activity in universities includes theft, vandalism, trespassing, graffiti,
malicious damage, arson, protests, loitering, drug dealing and abuse, terrorism, possession of offensive
weapons, and threats from former students.
This is not an exhaustive list and considering that many universities in the Bangladesh are sprawled
across a huge area with thousands of people on campus, there is no doubt that safety and security is
surely an issue, especially if preventive measures are not adopted. Safety and security in universities
are paramount especially considering that, for many young people, going to university is their first
experience living away from home and on their own.
Therefore, it is upon the university management to provide a safe space for all people on campus and
train them on the best practices to keep themselves, their possessions, and the university campus safe
from all kinds of threats. A well-designed CCTV system is one of the best security measures proven
to be effective against deterring crime and providing a healthy and safe environment for everyone
inside the university.

Necessity of campus security with CCTV

CCTV (Closed-Circuit Television) cameras are a popular security measure adopted by millions around
the world to reduce crime and ensure accountability. Here are all the reasons why CCTV cameras
should be installed in universities:

Deterring theft of campus property

Universities offer a wide range of facilities and house valuable equipment and assets such as
computers, laboratory equipment, furniture, gym equipment, and vehicles, making them a lucrative
target for theft. CCTV cameras can help protect these items by deterring potential thieves from
attempting to steal them for the fear of getting recorded, identified, caught, and punished.

Deterring theft of staff and student property

Students, staff members, and residents living on campus are bound to possess expensive belongings
such as mobile phones, computers, and cycles. Luckily, with CCTV cameras, someone is always
looking, making it easy to dissuade thieves and giving the people on campus a sense of security that
their belongings will be safe.

Deterring anti-social behavior

CCTV camera system offers real-time monitoring where university management and security
personnel can view all activities happening around the campus, as they are happening, allowing them
to receive alerts in real-time and respond to incidents by taking the necessary action. It will include
alert system when there is any unwanted gathering.

Evidence gathering

CCTV monitoring isn’t just useful for deterring crime but also collecting evidence in the case of a
crime being committed. The recorded footage can the used to identify the perpetrators and help resolve
incidents, especially in cases where it is a case of one person’s word against the other.

Controlling unauthorized access

CCTV cameras placed on all the main entrances of the university will help keep an eye on who is
entering and leaving the campus, and with advanced features such as facial recognition, it can become
even easier to identify wanted criminals and offenders as soon as they set foot on campus.

Movement tracking

The advanced features of CCTV such as face recognition will be used to track the movement of any
person for security and administrative purpose.



Advanced CCTV systems can be used to map heat signatures of individuals in a particular area to
ensure that not more than a few people are present there at any given time.

CCTV Features to Look For

There are so many different types of CCTV cameras available in the market with great advanced
features to help make monitoring and crime deterrence even easier. When choosing the best CCTV
system for campus video surveillance, we must look for the following features:

Notification Alerts

Advanced CCTYV systems don’t just pick up on unusual behavior but also have the capability to send
notification alerts to security personnel every time they detect any strange activity. This allows
university management to receive instant alerts on their smart devices, wherever they may be, allowing
them to take action as soon as something out of the ordinary is detected.

Remote Monitoring

Most university campuses are huge making it difficult to be monitored by a few people. CCTV cameras
with remote monitoring capabilities allow security personnel to view both the real-time and recorded
footage both on and off-premises.

Storage Solution

We need to look for storage solutions, such as cloud storage, that can accommodate the amount of data
being saved without having to manually delete the previous days’ footage to make space for more, and
that also keeps it safe from being stolen, hacked, and misused.

Scalability

Universities require CCTV systems that can easily be scaled up and down according to their needs.
Therefore, installing scalable systems is worth considering since the potential changes and upgrades
would have already been thought of and wouldn’t cost as much as altering a fixed, unscalable one.
Integration with other security systems

CCTYV cameras are part of a comprehensive security solution that include attendance system, burglar
alarms, access control systems, and smart lights and must therefore be capable of being integrated with
them to provide maximum safety and security against all kinds of threats.

1. Camera
a) Face recognition Al camera 50pcs
b) Surveillance camera 150pcs (mixed, mostly wide angle and some narrow focus)
c) All camera should be at least 4MP resolution

2. Network
a) Building to building dark fiber access will be provided by ICT Center
b) Camera network should be GPON-ONU system
c) Last-mile connectivity (for camera near fields, campus gates, etc.) can be overhead cables
(optical fiber/UTP/power whenever necessary)

3. Power
a) Every camera and network components should have at least two (2) hours of IPS backup
b) Control room should have at least four (4) hours of Online UPS backup

4. Control Room
a) The room should have at least two (2) sixty-five-inch (65”) display for camera view
b) Intelligent monitoring system software (auto focus on main display relevant events such as
crowd, fire, open spaces, etc.)
C) Monitoring system software should be independent of camera brand



d) Face recognition system and database, face tracking across campus

e) Data retention for at least three (3) months

f) Server software should be capable of managing at least one thousand (1,000) cameras
g) Storage system should be expandable as need arises

5. Installation
a) 54 buildings/focus points with 83 gates
b) Should include already installed camera in to the system (where possible)
c) All supporting equipment (network rack, hanger, cables, etc.) must be supplied by the vendor

6. Service
a) Supplied items must have warranty of at least one (1) year
b) Vendor will need to supply routine maintenance service for at least four (4) years
c) Vendor will need to supply critical service within two (2) hours of complaint

(Refer to included map for approximated location and type)

Prof. Md. Khademul Islam Molla, PhD
Director, ICT Center
University of Rajshahi



University of Rajshahi
University of Rajshahi Campus Area Map
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